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Refinement relates an abstract systemmodel to a concrete, executable program, such that properties established
for the abstract model carry over to the concrete implementation. Refinement has been used successfully in the
development of substantial verified systems. Nevertheless, existing refinement techniques have limitations that
impede their practical usefulness. Top-down refinement techniques that automatically generate executable
code generally produce implementations with sub-optimal performance. Bottom-up refinement allows one to
reason about existing, efficient implementations, but imposes strict requirements on the structure of the code,
the structure of the refinement proofs, as well as the employed verification logic and tools.

In this paper, we present a novel bottom-up refinement methodology that removes these limitations. Our
methodology uses the familiar notion of guarded transition systems to express abstract models, but combines
guards with a novel notion of locally inductive invariants to relate the abstract model locally to concrete state.
This approach is much more flexible than standard coupling invariants; in particular, it supports a wide range
of program structures, data representations, and proof structures. We integrate our methodology as a library
into Rust, leveraging the Rust type system to reason about ownership of guards. This integration allows one to
use our methodology with an off-the-shelf Rust verification tool. It also facilitates practical applications, as we
demonstrate on a number of substantial case studies including a concurrent implementation of Memcached.

CCS Concepts: • Software and its engineering → Software verification; • Theory of computation →
Program verification.
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1 Introduction

Distributed systems are notoriously difficult to implement correctly: additional complexity is
introduced due to the unpredictability of network failures, communication latency, and the need to
interact with low-level system APIs. At the same time, such systems form the backbone of modern
communication networks, resulting in stringent performance and correctness requirements. The
Rust language [38] is increasingly used in the development of such systems due to its unique
combination of modern language features, memory safety guarantees, and access to efficient low-
level operations, but its guarantees do not extend to functional safety or system-wide correctness
properties.
One effective approach to reducing the complexity of reasoning about distributed systems

is refinement, wherein the implementation is proven to refine an abstract model, written in a
high-level mathematical language and, thus, satisfies all safety properties of the abstract model.
The upshot is that reasoning about the protocol, i.e., the abstract behaviour of the nodes of a
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distributed system, is cleanly separated from implementation details. Top-down refinement derives or
automatically generates implementations from abstract models, often resulting in implementations
with sub-optimal performance. In this work, we focus on the alternative bottom-up refinement,
which allows us to verify efficient Rust implementations including ones not initially written
with verification in mind. Recent works have shown this approach to be practically applicable to
large-scale codebases [17, 37, 45].

Desiderata. We identify the following requirements for a refinement methodology suitable for
verification of large-scale distributed systems:

(C1) Program Modularity and Scalability: It must be possible to verify each method and program
component (including libraries) of a distributed system in isolation, then rely on composition
to obtain a proof of the complete system. To this end, component specifications must be
expressive enough to expose properties proven by refinement without leaking implementation
details.

(C2) Model Modularity: Distributed systems are often composed of smaller sub-systems and
protocols; for example, HTTP communication over TLS is the basis for virtually any browser-
based application. It must be possible to define and reason about the abstract models for
these sub-systems and protocols in isolation, and, as in (C1), rely on composition to obtain a
model and proofs for the entire system.

(C3) Proof Modularity: Bottom-up refinement disentangles abstract models from concrete imple-
mentations. A model should not prescribe how to implement it, allowing for straight-forward
sequential reference implementations as well as optimised, multi-threaded implementations.

(C4) Program Structure Flexibility: A requirement that goes hand in hand with the previous one is
that a refinement methodology should allow a variety of implementation structures, including
different choices for control structures, data structures, and concurrency.

(C5) Automation: Obtaining a refinement proof should require as little user input as possible while
maintaining acceptable verification times. In the setting of SMT-based deductive verification,
annotations are nonetheless commonly required at all verification boundaries, i.e., methods
and loops need to be annotated with contracts and invariants, respectively.

(C6) Language Integration: Finally, the methodology and its accompanying proof annotations must
be tightly integrated into the implementation language, i.e., expressed in concepts familiar to
a user of the language. This facilitates practical applications, and further allows the re-use of
existing tooling, such as compilers, IDEs, and even verifiers.

Criteria (C1) to (C3) correspond to the modularity dimensions identified by Sergey et al. [44]. Col-
lectively, they are also necessary to minimise re-verification effort as models and implementations
evolve. (C4) is a necessity motivated by bottom-up refinement specifically, otherwise verifying
existing implementations would be impractical. Both (C5) and (C6) are motivated by our goals to
support substantial codebases and to increase the productivity of verification engineers.

State of the Art. To the best of our knowledge, no refinement approach satisfies all the aforemen-
tioned criteria.
A number of recent refinement approaches [26, 44–46, 48] are mechanised in an interactive

theorem prover (in these cases Rocq [7] and Isabelle/HOL [8]) and require significant manual
effort to produce refinement proofs or the development of an extensive set of automated tactics
as in ReLoC [14]. Code resulting from extraction in these approaches uses a limited set of trusted
shims to interact with the host system, thus limiting program flexibility.
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Other methodologies [16, 50] impose an event-loop structure on the implementation. This allows
for easier reasoning about enabled action handlers, and even some liveness guarantees as in Iron-
Fleet [17], but does not reflect the organisation of real-world distributed system implementations,
is difficult to evolve, and is impractical to extend to multi-threaded implementations.

Armada [37] supports the verification of concurrent, high-performance code written in a C-like
language. Refinement proofs are structured as a sequence of steps which gradually transform the
implementation into the specification. Non-trivial refinement steps require complex Dafny [33]
proofs showing a connection between two state machines.
The Civl verifier [18, 25] also organises the refinement proof into multiple layers. Each layer

is a structured concurrent program, where the concurrent behaviour is reflected in the program
structure. This structure simplifies the proof obligations and allows automation, but also reduces
program flexibility. Refinement steps are based on a set of trusted tactics.

F★ [47], a verification-focused language with a high degree of SMT-based automation, supports
reasoning about distributed systems through session types. More recently, a monotonic-state monad
was used [2] to prove stable invariants over (possibly distributed) states, although the invariants
must be picked globally on a per-application basis, which limits model and proof modularity.
Verus [31] is an SMT-automated Rust verifier. Its refinement reasoning is based on Iron-

Sync [15], which defines how the model state is sharded across distributed instances, using a set
of predefined sharding strategies. Users define additional transition systems characterising the
behaviour of the model only w.r.t. to the state subsets, then separately prove a connection to the
global transition system. These transition systems and proofs incur a high specification overhead.

Approach. Our methodology aims to prove that a concrete implementation, written in Rust,
refines an abstract model, defined as an abstract transition system. We identify Rust as an ideal
implementation language in a bottom-up refinement methodology, as it enables efficient imple-
mentations and at the same time provides a solid foundation for verification [4, 9, 19, 31].
The relevant behaviour of a distributed system is determined by how its nodes communicate

with each other, typically through messages. Therefore, the goal of our refinement proofs is to
show that any observable behaviour exhibited by the implementation is also allowed by the model1.
In particular, any observable step in the implementation, which is in practice performed by a call
to a standard library method such as a socket write, must correspond to an abstract transition
in the model. Our methodology does not restrict how internal (non-observable) operations are
performed; technically, they either correspond to non-observable changes in the model or to stutter
steps, where the state of the model remains unchanged.

To integrate our methodology with Rust (C6), we embed the model being refined as ghost code
in the program, that is, code that is present for verification, but erased by the compiler. Similarly to
Iris invariants [23], access to the state is encapsulated in an abstract, separation logic resource that
can be shared among different methods and threads. During observable steps (such as network
access, filesystem operations, shared memory usage), the resource is temporarily opened, giving
access to the abstract state, which may be updated by the application and standard library method
calls. Any change performed must correspond to a valid transition of the abstract model.
To enable distributed and concurrent implementations (C4), we express abstract models as

guarded transition systems. Guards are linear resources, whose exclusive ownership is enforced by
Rust’s type system. They express the ability to perform transitions in the abstract model. During
verification, the ownership of a guard restricts the possible environment interference, i.e., it restricts
the possible modifications other nodes or threads may make to the model state. In particular, having
1This notion extends to multi-threaded systems as well: the usage of shared memory or synchronisation primitives is also
considered observable behaviour, even though it is localised to one machine.
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observed the model state in a previous step allows one to establish that certain inductive invariants
must still hold in a later step, so long as the guard ownership was not relinquished in the meanwhile.
In general, such invariants are not invariants of the entire model, but they are inductive invariants
during the execution segment in which holding a guard rules out certain environment steps. Hence,
we refer to them as locally inductive invariants.

While guarded transition systems are a standard technique for rely-guarantee reasoning in
concurrent and distributed systems, our locally inductive invariants are novel and offer another
major benefit: since they must hold only locally within a method or thread, they can refer to
local state, such as local variables. This allows them to express relations between the abstract
model and arbitrary representations in the concrete state. This is in contrast to traditional global
coupling invariants seen in other methodologies [32]. Because the choice of representation is
left to the implementation, the model itself can be defined without knowledge of any particular
implementation (C3).

To be able to reason about the components of a system in isolation (C2), we define a composition
system for models. Logical components of a system, such as TCP/IP networks, define their own
abstract models with their own notion of a state, transitions, and guards. This model state can be
modified only by methods belonging to that component. An application can make use of these
independently defined models by providing a projection: a way to map from the application-specific
model to the domain-specific one and back. We leverage the same mechanism, in combination
with Rust trait-bounded generics, to be able to provide specifications of standard library methods
once and for all (C1), i.e., such specifications can be exported and maintained independently of
individual applications.

We integrate our methodology into Rust as a reusable library, which offers support for expressing
models as guarded transition systems, connecting concrete implementations to these models via
locally inductive invariants, equipping standard library functionswith specifications, and composing
models. The specifications in our library are usable with Prusti [4], an SMT-based verifier for
Rust, but our methodology is compatible with other Rust verifiers. As is standard in all deductive
verifiers, specifications must be provided by the user in the form of preconditions, postconditions,
and loop invariants.

To evaluate our methodology, we have verified several major cases studies, including a version
of Paxos [29], and a multi-threaded implementation of the Memcached caching system [13]. For
the latter, we demonstrate that our methodology is applicable to an existing implementation, and
also that there is relatively low overhead to adapting the proof as the codebase evolves.

Contributions. This work makes the following contributions:

(1) A novel bottom-up refinement methodology for distributed and concurrent systems, allowing
for independent definitions of models and their implementations, for procedure-modular
verification, and for model composition. The methodology includes novel locally inductive
invariants (LIIs) as well as a notion of model composition and projection.

(2) An integration of our methodology in Rust, suitable for off-the-shelf SMT-based verifiers.
(3) An evaluation of our methodology on several substantial case studies, including implementa-

tions of Paxos and Memcached, demonstrating its effectiveness.

Outline. We explain our methodology in Sec. 2 for a simple Rust-like language with first-class
support for abstract model declarations and model transitions. In Sec. 3 we discuss the soundness
of our approach and in particular LIIs, using a toy language formalisation. Sec. 4 presents the
integration into Rust. We present our evaluation in Sec. 5, discuss related work in Sec. 6, and
conclude in Sec. 7.
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2 Methodology

As in standard refinement work [1], we model the behaviour of a distributed system as a transition
system, consisting of a set of variables making up the abstract state (or model state); a one-state
predicate Init identifying valid initial states; and a two-state predicate Next identifying valid state
transitions. Following common practice in TLA+ [28], we further consider Next to be a disjunction
of existentially quantified conjunctions, with each disjunct corresponding to a labelled transition
or action. A subset of the variables is identified as observable: for example, the emission of a packet
is observable by machines on the network. Ensuring that the implementation exhibits a subset of
the observable behaviour of the model is the goal of our methodology.

We annotate the implementation with transition blocks which declare that changes to the model
state may be performed in the contained code fragment. The refinement proof must establish three
properties: (1) that the Init predicate is established by the initialisation code (→ Sec. 2.7); (2) that
each transition block modifies the model state according to the Next predicate (→ Sec. 2.4); and
(3) that the model state is not modified outside of transition blocks (→ Sec. 2.4). The use of explicit
transition blocks helps to enforce the third property, and additionally localises the proof of the
second property to the delineated pieces of code.

2.1 Running Example

Throughout this section, we will demonstrate our approach on a running example, consisting of
two nodes interacting over a network. Node A maintains a counter and sends consecutive numbers
to node B. In turn, node B performs some (presumably expensive) computation on the received
number, then sends a message back, containing both the original request and the computed response.
A simplified implementation of both nodes in Rust is shown in Fig. 1. Here, we assume that the
communication channel has already been set up, and that the nodes will keep communicating
indefinitely. Due to the unpredictable nature of communication over a network, our implementation
may exhibit different behaviours, including the following:

• The messages from node A to B may be successfully delivered, and the responses may be
computed and successfully delivered to A before it times out.

• The communication channels may lose messages. Node A will repeatedly send the same
number until node B responds.

• Node A may time out and repeat its request before node B computes the response. Node B
does not keep track of which requests it has already replied to, and may process the same
message multiple times. In turn, node A may receive the same message multiple times. In
that case, node A ignores stale messages.

2.2 Model Declaration

We will initially consider a hypothetical programming language RustRef which has first-class
support for refinement proofs, i.e., the abstract model is declared and the refinement proof is directly
expressed in the language; we will describe the full Rust integration in Sec. 4. The exact syntax
of RustRef is not important, but it is an extension of Rust with declarations of Vars, Observable,
Init, and Next, the latter two of which are defined using standard FOL connectives. The language
also contains transition blocks (next), and method calls which perform I/O operations and also
change the observable part of the model state.

Fig. 2 shows the RustRef version of the model for the running example from Fig. 12. It consists
of A declaring a set of variables, B some of which are observable; C defining their initial
values in the Init predicate; D defining the Next predicate as a disjunction of the six possible
2A complete version of the model in TLA+ can be seen in Appendix A.
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1 fn node_a(ch: Channel<i32, (i32, i32)>) {
2 let mut ctr = 0;
3 loop {
4 // send
5 a_send(&mut ch, ctr);
6 // wait for response, with timeout
7 match a_recv_timeout(&mut ch) {
8 Some((n, resp)) if ctr == n =>
9 { ctr += 1; }
10 _ => {}
11 }
12 }
13 }

14 fn node_b(ch: Channel<(i32, i32), i32>) {
15 loop {
16 // receive (blocking)
17 let num = b_recv(&mut ch);
18 // compute
19 let resp = do_something(num);
20 // respond
21 b_send(&mut ch, (num, resp));
22 }
23 }

Fig. 1. Implementation of node A (left) and node B (right). The highlighted expressions are I/O operations

discussed later in the text. For simplicity, we omit the (de)serialisation of transmitted data and assume a

connection between the two nodes is pre-established. Here, Channel<X, Y> is a two-way channel to which

values of type X can be sent, and from which values of type Y can be received.

1

Ru
st
Re

f:
M
od

el Vars := a_ctr, b_work, a_to_b, b_to_a A

2 Observable := a_to_b, b_to_a B

3 Init := ∧ a_ctr = 0 C

4 ∧ b_work = None
5 ∧ a_to_b = []
6 ∧ b_to_a = []

7 Next := ∨ ASend ∨ ARecv ∨ ALoss ∨ BSend ∨ BRecv ∨ BLoss D

8 ASend := ∧ a_to_b' = a_to_b ++ [a_ctr] E

9 ∧ UNCHANGED a_ctr, b_work, b_to_a

10 ARecv := ∧ |b_to_a| > 0
11 ∧ b_to_a' = tail(b_to_a)
12 ∧ a_ctr' = max(head(b_to_a).0 + 1, a_ctr)
13 ∧ UNCHANGED b_work, a_to_b

14 ALoss := ∧ |b_to_a| > 0
15 ∧ b_to_a' = tail(b_to_a)
16 ∧ UNCHANGED a_ctr, b_work, a_to_b

17 ... (node B’s actions omitted)

Fig. 2. Model definition for the system from Fig. 1, consisting of a definition of the abstract transition system.

The analogous definitions for node B’s actions are omitted. Borrowing from TLA
+
, x’ represents the value of

x in the next state, i.e., after a transition has taken place; UNCHANGED x is a shorthand for x’ = x.

actions; E definitions of each action. The action ASend, for example, updates the value of a_to_b
while keeping the other variables unchanged. The two variables a_to_b and b_to_a are queues of
packets transmitted over the network from A to B and from B to A, respectively. The actions ASend
and BSend enqueue packets into these variables, while the other actions dequeue them.

2.3 I/O Operations

Modifications to the observable part of the model state are performed exclusively by I/O method
calls. In real-world programming languages, such methods are typically provided by the standard
library. Note that model actions generally consist of a combination of changes to the observable and
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1

Ru
st
Re

f:
I/O

ensures a_to_b' = a_to_b ++ [v]
2 ensures b_to_a' = b_to_a
3 fn a_send(ch: &mut Channel<i32, (i32, i32)>, v: i32);

4 ensures |b_to_a| > 0 ⇒ b_to_a' = tail(b_to_a)
5 ∧ result = Some(head(b_to_a))
6 ensures |b_to_a| = 0 ⇒ b_to_a' = b_to_a
7 ∧ result = None
8 ensures a_to_b' = a_to_b
9 fn a_recv_timeout(ch: &mut Channel<i32, (i32, i32)>) -> Option<(i32, i32)>;

Fig. 3. I/O operations used in the system implemented in Fig. 1. The analogous definitions for node B’s I/O

operations are omitted. Note that the abstract model defined in Fig. 2 has no notion of time, thus we define

the receive-with-timeout operation as immediately returning None if there are no messages in the queue.

non-observable model variables. For example, ARecv modifies the non-observable variable a_ctr

(representing the state of node A) as well as the queue b_to_a (representing part of the state of the
network).
In RustRef, we declare the I/O operations as methods that can read and modify only the

observable part of the state, and that can be called from within the implementation like any other
method. Since such calls modify the model state, they may appear only within transition blocks to
guarantee that each node maintains a consistent view of the model state.
As is standard in modular verification, we assume that all library methods, including those

performing I/O, are equipped with (trusted) specifications. The I/O operations used in Fig. 1 are
shown in Fig. 3. Here, the operations and their specifications are specific to the model and even
each node; we will discuss how to define them generically in Sec. 4.6.

2.4 Transition Blocks

To prove refinement, we need to show that every step of a concrete implementation corresponds
either to a stutter step in the model, i.e., a step where the abstract state is not modified; or to
a valid transition according to the Next predicate. To this end, we annotate the implementation
with transition blocks which indicate that changes to the model state may be performed in the
contained code fragment (conversely, code outside a transition block must not affect the model
state). In addition to performing operations on the concrete state, the code may directly update
the non-observable part of the model state (in RustRef accessible through the variable model)
and perform I/O operations to indirectly modify the observable part. The combined effect must
correspond to a valid transition. The loop body in node A’s implementation from Fig. 1, annotated
with transition blocks and direct model updates, looks as follows:
1 // send
2 next { A

3 a_send(&mut ch, ctr);
4 }
5 next { B

6 // wait for response, with timeout
7 match a_recv_timeout(&mut ch) {
8 Some((n, resp)) if ctr == n => {
9 model.a_ctr += 1;
10 ctr += 1;
11 }
12 None => (), C

13 }
14 }
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This implementation repeatedly performs two observable actions: sending a message and re-
ceiving a response, thus we annotate the code with two transition blocks, denoted by the next

keyword. When control flow reaches the end of a transition block, the code must have either left
the model state unchanged, performing a stutter step; or else it must have performed exactly one
valid transition. The block A always performs the ASend action, but we can prove this only if the
ctr variable remains equal to the model variable a_ctr; we will discuss in Sec. 2.6 how to maintain
such relations between model and concrete state. The block B may perform a stutter step if the
receive operation times out or if the received response is not the one A last requested (reaching
C ); otherwise it performs the ARecv action, but again only if ctr was equal to a_ctr to begin with.
In general, the proof obligations for a transition block are as follows.
• Within a transition block, the variable model is declared to provide access to the model state.
Its value at the beginning of the block is an arbitrary abstract state3. More precise assumptions
about the model state are discussed in Sec. 2.6.

• Verify the body of the transition block using a standard verification technique. As usual, this
includes showing that ghost code does not affect the non-ghost execution, such that it can be
safely erased. In addition, we need to prove that the block executes atomically and terminates
(so that it corresponds to an abstract transition, which executes atomically).

• Check that at the end of the block either the model state was not changed, i.e., a stutter step
was performed, or the original model state and the updated model state are related by the
Next predicate, i.e., a valid action was performed.

Recall that we define Next to be a disjunction of existentially quantified conjunctions. When
verifying that an action was performed, the verifier must therefore be able to prove at least one
existential quantifier. For automation purposes, we ask the programmer to provide the intended
action as additional program annotation (→ Sec. 4.4).
Code outside of transition blocks must not modify the model state in any way, such that its

execution corresponds to stutter steps in the refinement proof. To enforce this property, our
methodology verifies (1) that model variables are not modifiable outside of transition blocks; and
(2) that I/O operations (→ Sec. 2.3) are not called outside of transition blocks. In RustRef, the
former property is simply a type check: the special model variable is declared only within the
transition blocks; the latter property is a syntactic check.

2.5 Guards

Guarded transition systems, where guards represent a node’s capability to perform certain actions
in the system, are a common solution when reasoning about shared-state concurrency [10, 11].
They enable rely-guarantee reasoning about environment interference. Our methodology makes
use of guards in a novel fashion; for the sake of clarity, this subsection explains how standard guard
reasoning fits into our approach, our novel extensions are then explained in Sec. 2.6.

A model definition which makes use of guards in RustRef must declare the set of all guards in
the system, along with a mapping from actions to the guards required to perform those actions: an
action may require zero, one, or more guards. In our example, we declare the guard GA, required for
the actions ASend, ARecv, and ALoss; and the guard GB, required for BSend, BRecv, and BLoss.

In the refinement proof, guards are affine resources exclusively owned by nodes, i.e., every guard
has exactly one owner at a time (an executing node or the environment), or it has no owner (the
guard cannot be used any more). To ensure that the implementation respects guards, we impose
the following proof obligation on transition blocks (in addition to those from Sec. 2.4):

3The model state is typed, i.e., only the analogue of TypeInv in TLA+ specifications is assumed.
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• Check at the end of the transition block that every guard required for the action performed
by the transition block, if any, is owned by the current node.

The implementation from Fig. 1 is valid if and only if there is only one instance of node A running:
two concurrent instances might not produce a monotonically increasing sequence of requests4.
Assuming the initialisation code passes GA to node A, this property is enforced: since there is only
one instance of GA in the entire system, there can only be one instance of node A performing the
protected actions ARecv, ASend, and ALoss.

2.6 Locally Inductive Invariants

Refinement proofs need to maintain a relation between the abstract state of the model and the
concrete state of the implementation. For instance, in Sec. 2.4 we have seen that the proof for node
A requires the abstract counter a_ctr to remain in sync with the concrete counter ctr.

The standard solution is to express such relations using a coupling invariant [32], relating
the concrete implementation state to the model state before and after each transition. However,
expressing and maintaining a coupling invariant is difficult when the concrete state is split across
multiple threads or nodes, and when the concrete state is represented using local variables or the
callstack shape rather than variables (e.g., which phase of a protocol we are in might be reflected by
the method that is currently running). Moreover, coupling invariants are inherently non-modular,
as they rely on implementation details of each component.
Our solution is based on the insight that we can reason modularly about the relation between

abstract and concrete state using two separate steps: (1) we use guards to show that a property is
stable, that is, cannot be invalidated through interference from other nodes while the current node
owns certain guards; (2) we introduce locally inductive invariants (LIIs) to specify stable properties
relating the abstract state and the (local) concrete state.
Since LIIs must be stable w.r.t. the held guards, we associate each LII with a guard. In their full

generality, they are reflexive, inductive two-state properties, but we will first explain a simpler,
one-state version, where an LII is a predicate over the model state and concrete state, such as
model.a_ctr == ctr in our example.
A transition block may declare an LII for any of the guards currently held. This LII needs

to hold for the current abstract and concrete state. The current abstract state is generally not
known precisely, but must have evolved from the abstract state observed at the end of the previous
transition block by environment transitions that are not precluded by the guards locally owned.

For example, the first transition block of node A declares the following LII:
1 next {
2 invariant(GA) model.a_ctr == ctr
3 a_send(&mut ch, ctr);
4 }

Assuming the LII holds when node A starts executing (which is justified in Sec. 2.7), then it will
also hold here because (1) the environment can neither perform actions that modify a_ctr (since
node A holds GA) nor modify ctr because it is a local variable of node A; (2) node A also does not
violate the property, which we check locally during verification. Consequently, the LII provides the
relation between abstract and concrete state to prove that this transition block performs the ASend
action. The same invariant is also used to verify the second transition block of node A.
While using an LII to verify a transition block is straightforward, proving that the LII holds at

the beginning of the block is more involved. Proving properties of an abstract state that evolved

4For example, both A-instances may request the number 0; B responds and one A-instance receives the response, updating
a_ctr to 1; finally, the other A-instance will obtain a timeout and send a 0 again, which violates the specification of ASend.
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1 requires guard GA
2 requires last_model(GA).a_ctr = 0
3 fn node_a(ch: Channel<i32, (i32, i32)>) {
4 let mut ctr = 0;
5 loop
6 invariant guard GA
7 invariant last_model(GA).a_ctr = ctr
8 {
9 // send
10 next {
11 invariant(GA) model.a_ctr = ctr
12 a_send(&mut ch, ctr);
13 }
14 // wait for response, with timeout
15 next {
16 invariant(GA) model.a_ctr = ctr
17 match a_recv_timeout(&mut ch) {
18 Some((n, resp)) if ctr == n => {
19 model.a_ctr += 1;
20 ctr += 1;
21 }
22 _ => {}
23 }
24 }
25 }
26 }

27 requires guard GB
28 requires last_model(GB).b_work = None
29 fn node_b(ch: Channel<(i32, i32), i32>) {
30 loop
31 invariant guard GB
32 invariant last_model(GB).b_work = None
33 {
34 // receive (blocking)
35 next {
36 invariant(GB) model.b_work = None
37 let num = b_recv(&mut ch);
38 model.b_work = Some(num);
39 }
40 // compute
41 let resp = do_something(num);
42 // respond
43 next {
44 invariant(GB) model.b_work = Some(num)
45 b_send(&mut ch, (num, resp));
46 model.b_work = None;
47 }
48 }
49 }

50 fn init_model() {
51 init({ I

52 a_ctr: 0,
53 b_work: None,
54 a_to_b: [],
55 b_to_a: [],
56 });
57 let (ach, bch) = Channel::create_pair();
58 thread::spawn(|| node_a(ach)); A

59 thread::spawn(|| node_b(bch)); B

60 }

Fig. 4. Implementation of nodes A (left) and B (top right), annotated with transition blocks, loop invariants,

and method contracts. The initialisation model (bottom right) will be discussed in Sec. 2.7.

by a sequence of environment actions generally requires inductive reasoning, which SMT-based
verifiers cannot automate. Therefore, we establish the LII indirectly by proving (1) that it holds in
the current concrete state, but using the abstract state at the end of the previous transition block,
and (2) that the LII is stable under environment interference (taking into account the owned guards).
Both checks can be performed locally and, together, imply that the LII holds at the beginning of the
current transition block.
To enable this verification strategy, we define a variable last_model which maps a guard in a

given state to the last-seen abstract state, that is, the state at the end of the previous transition
block or the initial state. We can then perform check (1) locally, using the current concrete state and
the stored abstract state. For check (2), stability, we set up an inductive proof. The base case is the
model state recorded in the guard: the LII must hold in that last state. The inductive case performs
an arbitrary transition allowed by the system without using the guard. If the LII held in an earlier
model state and such a transition was taken, then the LII must still hold in the later model state.

Since the last-seen state might come from a different method or loop iteration, we must be able
to specify its properties in pre- and postconditions and loop invariants for modular verification to
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succeed. Therefore, we allow last_model to occur in specifications. For example, the loop invariant
preserved by node A is the same as the invariant we used in the transition blocks above, but since
we are not inside a transition block, we refer to the model state using last_model(GA). The fully
specified node A implementation is shown in Fig. 4 (left), with the loop invariant in Line 7, and a
method precondition in Line 2.
In summary, declaring a locally inductive invariant Inv for a guard G at the beginning of a

transition block generates the following proof obligations:

• Check that G is owned by the current node.
• (Base case) Check that the invariant holds in the state last_model(G).
• (Inductive case) Check that the invariant is stable:
∀p, n, a .a (p, n) ∧ ¬(a requires G) ∧ Inv(p) ⇒ Inv(n)
That is, for every pair of model states p and n , and action a , if a updates p to obtain n and
does not require guard G then Inv is preserved by the action a .

• Assume that Inv holds in the state at the start of the transition block.

These proof obligations use the concrete state only when declaring an LII to ensure that the
claimed connection to the abstract state is indeed true. Reasoning about how the concrete state
evolves is standard and requires no additional machinery.

At the end of a transition block, last_model is updated to the current model state for each owned
guard. Note that a node may own multiple guards, and their last_model may be different, because
the guards were used in different transition blocks. This is also why we specify an LII per guard:
different guards can justify different invariants.

Locally inductive invariants are a core contribution of our methodology. As we explained above,
they offer a more modular and flexible way to express relations between concrete and abstract
states. They also go beyond coupling invariants by supporting reflexive two-state properties to
express how abstract states may evolve. For instance, the transition blocks of node B could declare
the LII prev_model.a_ctr <= model.a_ctr, where prev_model refers to any previous model state in
the trace, stating that A’s counter must be monotonically increasing, regardless of what node B
does. Such properties allow us to prove properties that would otherwise require induction over the
abstract transition system. The proof obligations for this generalisation of LIIs change the inductive
case to check Inv(p, n) instead of the implication, and also include a check ∀s .Inv(s, s) to ensure
that the LII is indeed reflexive.

2.7 Initialisation

To close off our refinement proof, we need to establish that the model state is valid according
to the Init predicate upon initialisation. In our methodology, we require the user to provide a
concrete instance of the model state that satisfies the predicate. This instance is used as the initial
state stored (in last_model) for every guard of the system. The initialisation takes place before any
transition blocks are entered and is denoted with the keyword init.

In the case of a distributed system, an implementation often consists of multiple nodes that are
not necessarily started at the same time. In such cases, there is no single entrypoint (main method)
where the model would be initialised; instead we can use an initialisation model, which serves as a
specification of how the model is conceptually initialised, and how the guards are distributed across
the system. It is analogous to the entrypoint of a multi-threaded program. The initialisation model
for the running example is shown in Fig. 4 (bottom right). In applications where the entire system
is initialised within one environment, such as multi-threaded programs, the program entrypoint
already serves this function, thus an initialisation model is not needed.
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This model first I provides concrete values for the model state (in this case exactly mirroring
the equalities in the Init predicate). At this point, the model is considered to be initialised and
transition blocks may be used beyond this point. The guards GA and GB are also available. A An
instance of node A is spawned, which takes ownership of the GA guard due to its precondition; B

analogously for node B, which takes ownership of GB.
In general, when the model is initialised with the state I, it is checked that Init(I) holds. During

initialisation, all guards declared in the model are created and their last_model is set to I. Note that,
unlike in approaches with a coupling invariant, there is no requirement for the initial state to be
related in any way to the concrete state at the start of the program. This is by design and as discussed
previously, allows for greater freedom in how the model state is represented by the implementation.
In practice, specifications reflect properties of the initial state in their specifications by referring to
guards and last_model in method contracts, in particular, to establish LIIs in subsequent transition
blocks. We can see this in node A’s precondition (Line 2 in Fig. 4), which uses the newly created
guard GA and its last_model to constrain the initial state, and similarly for node B (Line 28 in Fig. 4).
If the initial state were wrong, then later LIIs would not be provable.

At this point, we have seen the main ingredients of our refinement methodology. We decomposed
the refinement proof into three sub-properties, making use of guards and the novel notion of locally
inductive invariants. Our treatment of guards as separation-logic-style [42] resources naturally
transfers to Rust’s ownership system (→ Sec. 4.3), while LIIs serve as a modular, expressive
replacement for coupling invariants. In Sec. 4, we describe the Rust integration of our approach,
which addresses various simplifications made in RustRef, and discuss additional features relevant
to real-world languages, such as specifying standard library methods.

3 Soundness of LII Reasoning

A full formalisation of our methodology, as integrated in Rust would require a semantics for the
Rust language as well as a soundness proof for the underlying program logic (in our case Prusti’s).
In absence of these prerequisites, we formalise the core part of our methodology (LII reasoning) in
the setting of a toy language ToyLang and a standard Hoare logic [20]. Our semantics assumes
atomic transition blocks, which we will justify in Sec. 3.1.

The syntax of ToyLang is shown in Fig. B15. This language is less complex than Rust but inherits
some of the same invariants, such as the uniqueness of resources (guards), or that thread-local
state changes are not observable by the other threads. Much of ToyLang’s syntax and operational
semantics is standard. Of interest are transition blocks an LIIs: transition blocks start with an
acquire operation (sh acquire()) and end with either a release operation (sh release()) or a
stutter step (sh release stutter()). LIIs are declared at the start of a transition block, together
with the guard which is used to justify the LII holds: open g inv E.

ToyLang is parameterised by the abstract model (see Fig. B3). In particular, we refer to Action,
the set of actions; Guard, the set of guard kinds; greq, indicating which actions require which
guards;ModelState, the set of model states; Init the initialisation predicate; Next, the step predicate;
and mspec, the specifications of any I/O methods. All definitions in this section are implicitly
quantified over the model parameters.
ToyLang programs consists of methods, which are executed in a number of parallel threads,

starting with a single thread executing the main method. At every step of execution, the state of
the system is represented by a configuration (defined in Fig. B2), a triple Σ consisting of:

• tm(Σ): the thread map, mapping (arbitrary, unique) thread IDs to the state of each thread;
• tr(Σ): the execution trace, representing the sequence of model states encountered thus far;

5Figures B1 to B5 are found in Appendix B.
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• sh(Σ): the state of the state handle: U before the model is initialised, R after initialisation
when no thread is currently within a transition block, and A when a thread is within a
transition block.

Thread states contained in the thread map are triples consisting of:
• the rest of the program to be executed by the thread;
• the variable store, mapping identifiers to values; and
• the guard map, mapping guards owned by the thread to tuples indicating whether the guard
is open (only possible within a transition block) and that guard’s last model.

Note that we have chosen to embed the ghost state directly in the configuration, to facilitate
later proofs. Showing that the ghost state can be erased without affecting the behaviour of the
program is straightforward, assuming transition blocks are atomic (which we address in Sec. 3.1).

The initial configuration when executing the program P ∈ Program is

ΣInit ≜ ( [t → (S, {}, [])], [],U) ∈ Conf

where t is the thread ID of the initial thread and S is the statement of the main method of P . The
trace is empty, and the state handle is not initialised.

We define the small-step operational semantics for ToyLang as the relation → ⊆ Conf × Conf.
We refer to the transitive closure of this relation as→∗. Fig. B4 shows stepswhich only affect the local
state of one thread. These steps do not affect any other threads, and are thus not observable. These
rules are all standard. Fig. B5 shows steps which affect some portion of the shared state or the state
handle.We assume a non-side-effectful expression evaluation relation→E ⊆ (Expr×Store)×Value,
as well as→EM ⊆ (Expr× Store×ModelState) ×Value, which can additionally access the model.

3.1 Atomicity

Our semantics assumes transition blocks are atomic, i.e., no thread can acquire the state handle
using sh acquire() before the current holder (if any) has released it using sh release() or sh
release stutter(). The operations of our methodology are ghost code, i.e., the program must
behave identically when the ghost code is erased. There is thus a gap between the actual execution
of a transition block (where changes to the model state may be performed across multiple steps)
and our semantics (where these changes happen in a single step).
This gap is addressed by Lipton reduction [35], which centres around classifying operations as

left-, right-, both-, or non-movers, depending on whether the operations can be reordered (w.r.t.
the operations of other threads), while still preserving the overall behaviour of the program. By
imposing that the code within a transition block is in the following general shape, we can apply
reduction and reason about transition blocks as atomic operations:

• sh acquire() (a right mover),
• zero or more right-mover or both-mover operations,
• zero or one non-mover operations,
• zero or more left-mover or both-mover operations, and
• sh release() (a left mover).

Note that non-I/O method calls and any modifications to the local state are both-movers, since
their effects are not observable by other threads, thus the shape primarily constrains the sequence
of I/O operations appearing within a block.

As an example, consider the following two ToyLang snippets (similar to Lines 17–21 in Fig. 1):
• sh acquire(); x := recv(); := send(x); sh release()
• sh acquire(); x := recv(); := send(x); := send(x); sh release()
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With the usual semantics of send and recv operations on the network and an abstract model where
sending messages is modelled by adding (and keeping) the messages in a set of messages, recv
is a right mover, whereas send is a non-mover6. As a result, the first snippet can be reduced to a
single atomic action, whereas the second one cannot; thus the second snippet would not be a valid
transition block in our methodology.

3.2 Soundness of LIIs

We use our formalisation as a basis to show that the proof obligations we have described for LIIs
in Sec. 2.6 ensure soundness, i.e., that the invariant can soundly be assumed to hold in the state
reached at the beginning of the transition block. We assume a standard proof system based on
Hoare rules (with, e.g., rules for loops with invariants). All the rules of the system must be proven
sound; such proofs are standard, with the exception of our LII rule, which we discuss next.

Theorem 3.1 (LII soundness). The Hoare rule:
E, 𝜎, last model(g) →EM true

∀p, n, a .(E, 𝜎, p →EM true) ∧ Next(p, n, a) ∧ (g, a) ∉ greq ⇒ E, 𝜎, n →EM true

Γ ⊢ {P } open g inv E {P ∧ E, 𝜎, 𝜇 →EM true}
is sound, i.e., it suffices to check the two premises to assume that the LII holds in the state at the start of
a transition block.

The first premise of the rule corresponds to the base case presented in Sec. 2.6 to check that the
invariant holds in the last model of the guard being opened. The second premise corresponds to
the inductive step to check that the invariant is preserved across steps which do not use the guard
being opened. The postcondition of the Hoare rule ensures that the invariant holds in the current
state, i.e., the state at the beginning of the transition block.

To prove this theorem, we make use of a number of lemmata:

Lemma 3.2. The trace evolves monotonically during execution, i.e., states are only ever appended to
the trace and never removed:

∀Σ, Σ′ ∈ Conf · Σ → Σ′ ⇒
tr(Σ) = tr(Σ′) ∨ ∃𝜇 ∈ ModelState · tr(Σ) + [𝜇] = tr(Σ′)

Proof. We proceed by induction over →. Cases which modify the trace are Sh.Init and Sh.Rel.
In both cases, the existing trace is extended with a new state. □

Lemma 3.3. The last model of every guard g corresponds to a state in the execution trace up to
that point of execution:

∀Σ ∈ Conf · ΣInit →∗ Σ ⇒
∀g ∈ Guard, 𝜇 ∈ ModelState, t ∈ ThreadId · g → ( , 𝜇) ∈ tm(Σ) [t] ⇒

∃i ∈ N · tr(Σ) [i ] = 𝜇

Proof. We proceed by induction over →. Cases which modify last model are Sh.Init and
Sh.Rel (note that LII.Op only modifies which guards are opened). Sh.Init sets the last model of
every guard of the system to the initial state upon initialisation. Sh.Rel sets the last model of the
6Whether send is a left mover or a non-mover depends on the network semantics. If send sends a message on a pre-
established, one-way channel, and if there is no non-blocking receive operation, then send can be modelled as a left mover.
However, if the recipient can poll for the reception of a message (e.g. it can receive with a timeout or receive on multiple
channels simultaneously), then send is a non-mover. We choose the latter to more closely align with usual TCP/IP semantics.

Proc. ACM Program. Lang., Vol. 9, No. OOPSLA2, Article 341. Publication date: October 2025.



A Refinement Methodology for Distributed Programs in Rust 341:15

open guards held by the current thread to 𝜇′, the new state that is also appended to the trace. By
Lemma 3.2, these last model states remain in the trace. □

Lemma 3.4. The last model of a guard remains constant, unless it is opened in a transition block.

Proof. Guards are only opened (the first component in the thread’s guard map entry is set to ⊤)
in LII.Op, i.e., within a transition block, since LII.Op requires that the current thread has acquired
the state handle. The only cases which modify last model (the second component in the thread’s
guard map entries) are Sh.Rel and Sh.St, both of which update the last model of all open guards
to the last state in the trace. □

Lemma 3.5. Consecutive states in the trace are related by the Next predicate:

∀Σ ∈ Conf · ΣInit →∗ Σ ⇒
∀i ∈ N · 0 ≤ i < |tr(Σ) | − 1 ⇒ ∃a ∈ Action · Next(tr(Σ) [i ], tr(Σ) [i + 1], a)

Proof. We proceed by induction over →. The only relevant case is Sh.Rel, which requires that
in the new trace, the last two states are related by the Next predicate. By Lemma 3.2 the Next
relation is preserved for all states in the trace. □

We can now proceed with the proof of Theorem 3.1.

Proof. We start by defining a suffix tr′ of the execution trace, corresponding to all the actions
taken since g (the guard being opened) was used.
The first element of tr′ is the state last model(g), i.e., the state resulting from the last action that

made use of g. This suffix exists, because last model(g) is an element of the trace by Lemma 3.3.
The model state at the beginning of the transition block is the last element of the trace (by

definition of Sh.Acq), thus it is also part of any non-empty suffix we define, including in particular
tr′. Furthermore, its index in the suffix is greater or equal to the index of last model(g).
We show that the LII holds on the last state of tr′ by induction over the indices of tr′:

Base case (i = 0). By the first premise of the Hoare rule, the LII holds in the state tr′ [0].

Inductive step (i > 0). The inductive hypothesis (IH) tells us the LII holds in the state tr′ [i ]; it re-
mains to show that it holds in tr′ [i+1]. By Lemma 3.5 we have that ∃a ∈ Action·Next(tr [i ], tr [i+
1], a). By Lemma 3.4 we have that (g, a) ∉ greq. By combining the IH and the previous two facts,
we can apply the second premise of the Hoare rule to obtain that the LII holds in tr′ [i + 1]. □

At this point, we have shown why our LII reasoning is sound and how Lipton reduction fits
into the methodology. The overall property of trace inclusion is straightforward to show in our
semantics, given the atomic nature of transition blocks and the initialisation operation.

4 Rust Integration

In this section we will describe how we apply our methodology in Rust. It integrates well with
a Rust programmer’s workflow because it relies on common Rust idioms: the methodology is
provided as a Rust library, users define models by implementing a trait, transition blocks are
similar to standard lock critical sections, etc. Our methodology also relies on Rust for some of the
reasoning: for example, guard ownership is expressed directly as the ownership of a token type;
thus it is checked entirely by Rust’s existing borrow checker. Consequently, our methodology is
usable in off-the-shelf deductive Rust verifiers, e.g., Creusot [9], Prusti [4], or Verus [31].
The model definition, written by the user, is ghost code, i.e., code that is neither compiled into

the final binary nor executed at runtime, serving only to express parts of the proof. Although some
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of the types forming the Rust interface of our methodology exist in the signature of methods
executed at runtime, they are zero-sized types (ZSTs), i.e., types that have a 0-byte representation at
runtime, allowing the Rust compiler to also eliminate them during compilation. As a result, using
our methodology does not incur any costs at runtime.

Our methodology is provided as a Rust library, consisting of trait, type, and method definitions,
all of which are equipped with specifications understood by the Rust verifier. We use Prusti [4]
and thus all of our specifications are written in its specification language, but the features we
make use of are not unique to Prusti. We have not modified Prusti when implementing our
methodology compared to its master branch, except for requiring support for obligation resources
to be able to check that every transition block is closed7. To use our methodology, the user declares
the library as a dependency of the implementation. Some notable exports of our library include the
Model trait (→ Sec. 4.1), the StateHandle type (→ Sec. 4.2), and the Guard type (→ Sec. 4.3).
Many types of the library are generic, with the parameter being the type which implements

Model. This ensures type safety and allows instances of different abstract models to co-exist.

4.1 Model Definition

Our methodology provides the Model trait. For a refinement proof, users first need to write a
definition of the abstract model by creating an implementation of the Model trait, with accompa-
nying definitions for types used as the trait implementation’s associated types. Some parts of the
trait implementation are optional, although most non-trivial applications will generally provide
definitions for all items. The items forming the implementation are:

• the associated type AbsState, representing the abstract model state;
• the associated type EnvState, representing the observable subset of AbsState;
• the associated type Action, representing the set of all possible actions;
• the associated type GuardKind, representing the set of guards;
• the init function accepting an abstract state and deciding if it forms a valid initial state;
• the next function accepting a pair of abstract states and an action and deciding if the former
state can transition to the latter state by the given action; and

• the action_requires_guard function accepting an action and a guard kind and deciding if the
given action can only be taken if a guard of the given kind was opened.

In practice, AbsState and EnvState are defined as structs, and Action and GuardKind as enums.
All four associated types should be Copy types, and thus cannot contain any heap allocations8.

The Rust definition of the model from Fig. 2 is shown in Fig. 5.

4.2 Initialisation

Any usage of the abstract model, such as when performing transitions, is expressed in Rust using
the StateHandle type, which we provide. To obtain an instance of this type, the user provides an
instance of the abstract state (i.e., of the associated type AbsState chosen in the trait implementation)
that satisfies the Init predicate. This corresponds to the init statement in RustRef.
1 let handle: StateHandle<Example> = StateHandle::new(ExState {
2 a_ctr: 0,
3 b_work: None,
4 a_to_b: AbsSeq::empty(),
5 b_to_a: AbsSeq::empty(),
6 });

7This is implemented in Prusti commit 79d48686, available at https://github.com/viperproject/prusti-dev/pull/1408.
8As a result, unbounded data structures like sets or sequences are represented using mathematical types that the verifier
can understand but that have no actual memory footprint.
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1 struct Example;
2 struct ExState { Vars :=
3 a_ctr: i32, a ctr,
4 b_work: Option<i32>, b work,
5 a_to_b: AbsSeq<i32>, a to b,
6 b_to_a: AbsSeq<(i32, i32)>, b to a
7 }
8 struct ExEnvState { Observable :=
9 a_to_b: AbsSeq<i32>, a to b,
10 b_to_a: AbsSeq<(i32, i32)>, b to a
11 }
12 enum ExAction { Next :=
13 ASend, ARecv, ALoss ∨ ASend ∨ ARecv ∨ ALoss
14 BSend(i32), BRecv, BLoss, ∨ (∃n . BSend(n)) ∨ BRecv ∨ BLoss
15 }
16 enum ExGuardKind { Guards :=
17 GA, GB, GA, GB
18 }
19 impl Model for Example {
20 type AbsState = ExState;
21 type EnvState = ExEnvState;
22 type Action = ExAction;
23 type GuardKind = ExGuardKind;
24 fn init(s: ExState) -> bool { Init :=
25 s.a_ctr == 0 ∧ a ctr = 0
26 && s.b_work == None ∧ b work = None
27 && s.a_to_b == AbsSeq::empty() ∧ a to b = []
28 && s.b_to_a == AbsSeq::empty() ∧ b to a = []
29 }
30 fn next(p: ExState, n: ExState, a: ExAction) -> bool {
31 match a {
32 ExAction::ASend => n == ExState { ASend :=
33 a_to_b: p.a_to_b.concat(a_ctr), ∧ a to b’ = a to b ++ [a ctr]
34 ..p ∧ UNCHANGED a ctr, b work, b to a
35 },
36 ExAction::ARecv => ARecv :=
37 p.b_to_a.len() > 0 && n == ExState { ∧ |b to a| > 0
38 b_to_a: p.b_to_a.tail(), ∧ b to a’ = tail(b to a)
39 a_ctr: (p.b_to_a.head().0 + 1).max(p.a_ctr), ∧ a ctr’=max(head(b to a)+1,a ctr)
40 ..p ∧ UNCHANGED b work, a to b
41 },
42 // ..
43 }
44 }
45 fn action_requires_guard(action: Action, guard: ExGuardKind) -> bool {
46 match action {
47 ExAction::ASend | ExAction::ARecv | ExAction::ALoss => guard == ExGuardKind::GA,
48 ExAction::BSend | ExAction::BRecv | ExAction::BLoss => guard == ExGuardKind::GB,
49 }
50 }
51 }

Fig. 5. Rust version of the model definition from Fig. 2. The corresponding RustRef definitions are shown

on the right for comparison. We omit some action definitions, and some boilerplate annotations, such as

deriving Copy.
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The method StateHandle::new is specified to check the proof obligation from Sec. 2.7, i.e.:
1 impl<M: Model> StateHandle<M> {
2 #[requires(M::init(state))]
3 // ...
4 fn new(state: M::AbsState) -> Self;
5 }

The omitted postcondition guarantees that all the guards of the system are available and their
last_model is initialised to the given initial state.

4.3 Guards

In RustRef, guards were not declared in method signatures; ownership was passed implicitly by
using guards in method contracts. In the Rust integration, we use instances of the provided generic
Guard type to represent guard instances. We rely on the Rust type system and borrow checker
to ensure exclusive ownership of guards, because the type is defined as non-Copy and non-Clone,
thus passing it by value (or even by mutable reference) to a method means that method owns it
exclusively (temporarily, in the mutable reference case). This approach seamlessly integrates guard
ownership with the rest of the code.
A freshly initialised instance of StateHandle owns all the guards of the system. They can be

removed from it (and later transferred to other methods) with the StateHandle::take_guardmethod,
which returns instances of the Guard type, but only if that guard was not previously requested:
1 let ga: Guard<Example> = handle.take_guard(ExGuardKind::GA);

As an example, node A’s implementation takes an instance of the guard in its signature:
1 #[requires(ga.kind() == GuardKind::GA)]
2 #[requires(ga.last_model().a_ctr == 0)]
3 fn node_a(ch: Channel<i32, (i32, i32)>, ga: Guard<Example>) { .. }

Calling node_a thus requires transferring the ownership of the guard. Note that the exact kind
of the guard is specified in a precondition, because Rust does not support using arbitrary enum
instances as type parameters. The last_model variable is available as the Guard::last_modelmethod.

4.4 Transition Blocks

Transition blocks are represented by two separate operations: an acquire and a later release9. This
representation lets one release the invariant with different actions depending on the control flow
executed within the transition block. As an example, the second transition block of node A may
perform a stutter step, an ALoss action, or an ARecv action, depending on whether the receive
operation timed out or not, and whether it received the response to the last request.
1 handle.acquire();
2 handle.open_guard_with_invariant(&mut ga, |model| model.a_ctr == ctr); B

3 match a_recv_timeout(&mut ch) {
4 Some((n, resp)) if ctr == n => {
5 handle.model().a_ctr += 1; A

6 ctr += 1;
7 handle.release(ExAction::ARecv);
8 }
9 Some(_) => handle.release(ExAction::ALoss),
10 None => handle.release_stutter(),
11 }

9We borrow terminology from locks, since the invariant can be seen as a ghost lock around the model state.
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As seen above A , the special RustRef variable model is replaced with access using the State-
Handle::model method, which provides a mutable reference to the model state, but only within the
scope of a transition block.
The example also demonstrates B how a locally inductive invariant is expressed in the Rust

integration. As noted in Sec. 4.3, a mutable reference to a guard serves as a proof that the current
node indeed owns that guard, hence the &mut ga argument. The guard is opened here such that the
later release operations can perform actions protected by that guard. The second argument of the
open call declares the locally inductive invariant, expressed in Rust as a closure over a model input.
The methods StateHandle::release and release_stutter are specified to check the proof obli-

gations described in Sec. 2.4: that the model was modified according to the given action, or left
unchanged, respectively. Their postcondition also updates the Guard::last_model value to the up-
dated model state. Additional well-formedness conditions are also checked: namely, that transition
blocks cannot be nested, and that each acquire is followed by a release in a finite amount of steps.

4.5 Atomicity

In Sec. 3.1, we describe how we make use of Lipton reduction to ensure transition blocks are atomic.
To automatically check whether each block is reducible, we add a Boolean has_acted field to the
StateHandle type: within a transition block, its value is initially false, representing that we are
before the non-mover action. We specify whether each I/O operation is a left-mover and/or a
right-mover using pre- and postconditions as follows:

• Right-mover: requires !handle.has_acted, ensures !handle.has_acted

• Non-mover: requires !handle.has_acted, ensures handle.has_acted

• Left-mover: ensures handle.has_acted

• Both-mover: ensures handle.has_acted == old(handle.has_acted)

Note that the left-mover specification has no precondition: this accounts for transition blocks
which do not contain a non-mover. Statements other than I/O operations need not be treated
specially, since they can by definition only operate on local state and are thus both-movers.
Finally, we ensure that, at any point in an execution, each node running in the system has at

most a single instance of the StateHandle type for a given model. This guarantees that no node can
maintain two incompatible views of the system, and use them to derive contradictions.

4.6 Model Composition

Our Rust integration supports model composition and decomposition using the same mechanism.
The key idea is that it is possible to define separate models (consisting of separate implementations
of the Model trait), then define how they relate to each other using projections, where parts of the
state and actions of a larger model correspond to a smaller component model (entirely). Here, we
focus in particular on how model decomposition can be used to specify standard library methods
once and for all, independently of any concrete application of our methodology.

For example, the variable a_to_b in the running example defines the state of a one-way commu-
nication channel, with the actions ASend, BRecv, and BLoss performing updates to that state that
are, in principle, independent of the application itself.
We combine the idea of model projections with Rust’s module system to modularly declare

reusable components of the system. The latter allows us to define types, such as the state of
communication channels, which allow read-only access to their fields (via getters), but forbid
external modifications. For example, we can define a ChannelModel, representing a transition system
for all channel-based communications. It is an implementation of Model, and its AbsState type is
called ChannelState:
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1 impl Model for ChannelModel {
2 type AbsState = ChannelState;
3 // ...
4 }

ChannelState itself provides a mapping from channel IDs (integers for simplicity) to sequences
of arbitrary types, and for convenience also a way to obtain the channel ID (for each channel
direction) given a Channel instance:
1 impl ChannelState {
2 fn packets<T>(&self, channel_id: u32) -> AbsSeq<T> { .. }
3 fn id_outgoing<X, Y>(channel: &Channel<X, Y>) -> u32 { .. }
4 fn id_incoming<X, Y>(channel: &Channel<X, Y>) -> u32 { .. }
5 }

Many program verifiers support external specifications to attach specifications and ghost argu-
ments to methods defined outside the verified codebase, especially library methods. We use such
external specifications to connect standard library methods (or external methods in general) with
transition systems by equipping them with specifications and a ghost argument of a StateHandle

type. For example, the send operation is specified as follows:
1 #[extern_spec]
2 impl Channel<X, Y> {
3 #[ensures(handle.model().packets::<T>(ChannelState::id_outgoing(self))
4 == old(handle.model().packets::<T>(ChannelState::id_outgoing(self)).concat(value)))]
5 fn send<T>(&mut self, value: T, ghost handle: &mut StateHandle<ChannelModel>);
6 }

Finally, our library provides the trait Project, which defines how a StateHandle of one model
type can be projected to another model type and back. For the running example:
1 struct AbsState {
2 channels: ChannelState, .. // a_ctr, b_work as before
3 }
4 impl Project<ChannelModel> for Example {
5 fn get_module(state: ExState) -> ChannelState { state.channels }
6 fn put_module(state: ExState, updated: ChannelState) -> ExState {
7 ExState { channels: updated, ..state } // other fields unchanged
8 }
9 }

The get_module and put_module methods above return the portion of the state corresponding
to the state of all channels10, and override that portion with an updated value, respectively. The
Project implementation is then used to obtain temporary references to projected state handles
using the StateHandle::project method, which is specified to correctly propagate the changes
made to the projected model back to the original model:
1 impl<M: Model> StateHandle<M> {
2 #[ensures(M::get_module(self.model()) == result.model())]
3 #[after_expiry(self.model() ==
4 M::put_module(old(self.model(), before_expiry(result.model()))))]
5 fn project<P: Model>(&mut self) -> &mut StateHandle<P>
6 where M: Project<P>;
7 }

The updated node A implementation then makes use of the methods we defined and the model
projection as follows:
10This projection system is similar to optics or lenses used in functional programming.
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Table 1. Evaluation results. #C is the number of lines of code in the implementation, i.e., non-ghost code

that is required for the implementation to work. We exclude empty lines, comments, import statements. #M
is number of lines in the model definition, including the Model trait implementation and any associated

types. #P is the number of lines of specifications and ghost code operations. Verification time (VT) is the

10% Winsorised mean of the wall-clock runtime across 10 verification runs using Prusti commit 79d48686,
measured on an Intel Core i9-10885H 2.40GHz CPU with 16GiB of RAM.

Sec. Program #C #M #P VT (s)

5.1 Memcached [13] v1 117 225 286 334.7
v2 118 225 290 354.6
v3 181 235 377 379.7
TCB 320 – 57 –

5.2 Prod./cons. queue [31] SeqCst 125 169 247 392.8
AcqRel 125 169 428 654.5

5.3 Paxos [29, 30] 105 111 205 217.7
5.4 Lock-free hash set [12, 27] 54 134 361 280.6

1 handle.acquire();
2 handle.open_guard_with_invariant(&mut ga, |model| model.a_ctr == ctr);
3 ch.send(ctr, handle.project());
4 handle.release(ExAction::ASend);

Using this projection approach we can thus specify external methods independently of any
concrete application. Compared to the channels model, the modules we used in Sec. 5 were far
more complex, such as the acquire/release atomics module (→ Sec. 5.2), more clearly showing the
benefits of a separate codebase of specifications.

5 Evaluation

To evaluate our approach, we implemented a number of concurrent and distributed systems from
the literature, then specified and verified them. The results of our evaluation are shown in Table 1.
Before we discuss each case study in detail, we summarise the overall findings. The general

annotation overhead is in the usual range for SMT-based verifiers. Our models are larger than one
might expect; however, around 40% (in the case of SeqCst queue) of the model lines are boilerplate,
much of which could be generated by a macro or otherwise reduced by further focusing on a better
user-facing interface. Despite their size, models are easier to review because they are declarative and
contain fewer details. The verification times are comparable to those of similarly sized codebases
in prior Prusti work. As noted in Sec. 4, our approach is not tied to Prusti itself and could be
instantiated in other verifiers, which may lead to performance improvements.

5.1 Memcached

Memcached is an in-memory key-value store which can be accessed through a network protocol.
At the most basic view, it stores a mapping from keys to values, where both keys and values are
byte sequences. The protocol offers Get, Set, and Delete commands.

We developed a simplified version of Memcached in Rust, and proved that it refines an abstract
model using our approach. It is executable and interoperable with the original Memcached for the
subset of features that we implemented. We developed it in multiple iterations, each adding features
that are present in the original implementation. This iterative process allowed us to demonstrate
that our approach is suitable for refinement proofs in an evolving codebase. The protocol parser
and serialiser are trusted, since such code was not the focus of this work.
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First version (v1). The first version uses Rust’s built-in HashMap data structure to store key-value
pairs, and only supports the Get, Set, and Delete commands. This version is not concurrent yet;
it handles one connection at a time. The state and action definitions of the model are shown here:

1 enum ConState {
2 Idle,
3 HaveCommand(AbsCmd),
4 HaveResponse(AbsRes),
5 }
6 struct AbsState {
7 con_cmd: Map<ConId, Seq<AbsCmd>>,
8 con_res: Map<ConId, Seq<AbsRes>>,
9 con_state: Map<ConId, ConState>,
10 cache: Map<Seq<u8>, Option<Seq<u8>>>,
11 }

1 enum Action {
2 SendCommand(ConId, AbsCmd),
3 ReceiveCommand(ConId, AbsCmd),
4 SendResponse(ConId, AbsRes),
5 ReceiveResponse(ConId, AbsRes),
6 ProcessCommand(ConId, AbsCmd, AbsRes),
7 }
8 enum GuardKind {
9 Storage,
10 Connection(ConId),
11 }

AbsCmd and AbsRes are abstract representations of commands (requests) and responses, respec-
tively. Each incoming connection is identified by a ConId. As in the running example in Sec. 2, we
represent the incoming and outgoing channels as sequences. Upon accepting a client, the imple-
mentation enters a loop, in which the actions ReceiveCommand, ProcessCommand, and SendResponse

are performed in turn. The current step for the client is tracked using the enum ConState. The
SendCommand and ReceiveResponse actions are performed by clients connecting to the server, thus
we model them as environment actions. Our case study crucially relies on guards to couple the
current point in the receive-process-send loop of each client to the ConState in the model state,
using that client’s Connection(ConId) guard. The ProcessCommand action is additionally protected
by the Storage guard, which maintains the link between the concrete HashMap and the abstract Map
in the cache field. The verification of this first version was straightforward, and involved adding the
invariant, guard annotations, and ghost updates, keeping track of state in pre- and postconditions
and loop invariants, and maintaining the connection between abstract and concrete versions of
data structures. The locally inductive invariants used when opening guards are trivial, since the
respective parts of the model state are fully determined by local state.

Concurrent connections (v2). In a later version, we spawn a thread for each incoming connection,
which runs the receive-process-send loop. The HashMap is protected by a lock, which is only
acquired for the ProcessCommand action. We also put the Storage guard into the lock, such that it
stays together with the concrete state for which it maintains the coupling to the model state. This
coupling invariant is then part of the lock invariant. The model definition is unchanged compared
to the previous version without concurrency, which shows that our technique can treat concurrency
as an implementation detail that is introduced during refinement, but not reflected in the model.

Fine-grained locking (v3). In Memcached, the storage is not protected by a single global lock;
instead, each bucket is protected by a separate lock. To implement this, we cannot use HashMap, and
instead need our own implementation. Our hash table is a vector of buckets, each inside a lock.
Each bucket contains a linked list of items, storing the key, value, and pointer to the next item.

We no longer have a single Storage guard, but one StorageBucket(usize) guard for each bucket.
This guard is needed for a ProcessCommand action if the key that the command operates on hashes
to this bucket. Consequently, the locally inductive invariant used when opening a StorageBucket

guard is not a simple equality anymore, but a quantifier:
1 inv.open_guard_with_invariant(&mut bucket.guard, |state| forall(|key: Seq<u8>|
2 hash_abs(key) == hash ==> item_valid(bucket.list, key, state.cache.get(key))));
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Although the structure of our implementation changed significantly – we added concurrency and
fine-grained locking to the initially sequential version – the model remains unchanged, apart from
the guard definitions. This shows that our approach enables great program structure flexibility.
The difference in verification times for the successive versions is small. Due to the modular

nature of the verifier and our methodology, methods which are not changed need not be re-verified,
so with the use of caching, interactive development and verification in such a codebase is possible.

5.2 Producer/ConsumerQueue

Our next case study is a single-producer, single-consumer queue, taken from the documentation
for Verus Transition Systems [31]. This case study demonstrates that our refinement approach
extends to various concurrency primitives, including atomics with weak ordering guarantees. We
also demonstrate (with the VerifiedCell component below) that our refinement methodology is
suitable for ensuring safety in the presence of Rust unsafe code.

Unlike Memcached, this case study is centred around a single data structure. The queue consists
of a vector storing the content of the queue, and head and tail pointers. It is accessed through the
Producer and Consumer handles, which are created when the queue is constructed. To allow the
handles to be used from different threads, the head and tail pointers are stored in atomic variables,
which allows them to be accessed concurrently. In Rust, a data structure which is shared between
threads allows only read access by default. The queue elements, however, are written by one thread
and later read by another. Typically, this would require the use of a wrapper type which allows
interior mutability (e.g., Mutex) which would ensure synchronisation and mutual exclusion, and then
allow mutable access to the contained T. However, in the queue example, the atomic accesses to the
head and tail pointers already provide sufficient synchronisation, so the additional synchronisation
overhead of the mutex is unnecessary. Instead, the unverified code uses UnsafeCell<T>, which
provides raw interior mutability. Any access to the contents of the UnsafeCell must be wrapped in
an unsafe { ... } block, which indicates that safety must be checked manually be the user.

To allow verification of code which uses UnsafeCell, we introduce VerifiedCell<T>, a wrapper
around UnsafeCell which relies on verification for checking the safety requirements, and is thus
safe to use. Concretely, access to an UnsafeCell is only safe if there are no data races. A program
has a data race if there are two accesses to the same location, where at least one is a write, at
least one is non-atomic, and there exists no happens-before relation between the accesses [21].
Happens-before is a partial order of all memory accesses.
For each atomic operation (read or write call), and each non-atomic access to a VerifiedCell,

we define an abstract operation identifier. We then encode the happens-before relation as a binary
predicate between these identifiers. The VerifiedCell accessor method ensures memory safety by
requiring that happens-before holds between subsequent accesses.
We verified two versions of the queue, one with sequentially consistent and one with acquire-

release atomics. Acquire-release atomics offer better performance, but are more difficult to reason
about, as evidenced by the increased amount of annotations needed to verify this version of the
queue. The key difference compared to sequentially consistent atomics in terms of the abstract
model is that we store a set of operation identifiers for each atomic variable, representing all write
operations performed so far, as opposed to only the single identifier of the last write operation.

5.3 Paxos Consensus Algorithm

We specified and verified a version of the Paxos [29] consensus algorithm, basing our specification
on the TLA+ version due to Lamport [30]. Our implementation defines roles for leaders and acceptors
interacting over the same network, where the network is modelled as a message soup, i.e., a set of
all messages transmitted thus far. The phases of this algorithm are:
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• Phase 1a: leaders propose themselves as leaders with increasing ballot counters;
• Phase 1b: acceptors promise to vote for leaders with the highest observed ballot counter;
• Phase 2a: a leader accepts the promises given by a quorum of acceptors;
• Phase 2b: acceptors accept the chosen leader.

Different types of messages are sent over the network in each phase of the algorithm. The leader
implementation in phase 1a repeatedly sends a message to propose itself as the leader, then waits
to see if it receives promises from a quorum of acceptors, triggering phase 2a if so. In this latter
step, we use LIIs to remember that certain promises have already been observed on the network.
Concretely, the implementation enters a loop to wait for multiple responses, maintaining a set of
acceptors and a loop invariant that states that all of these acceptors have a corresponding phase 1b
message in the message soup. When entering transition blocks, this set of messages must be a subset
of the updated message soup, thus showing that the acceptors’ promises have not disappeared.

5.4 Lock-free Hash Set

We specified and verified a lock-free hash-set [27], used in the implementation of the TLC model
checker. A similar data structure appeared as a challenge in the VerifyThis 2022 competition [12].
We verified that the implementation refines a high-level model, and that its methods satisfy the
specifications of an abstract set data structure. The verification of this data structure made heavy
use of atomics and memory order reasoning, already discussed in Sec. 5.2.

6 Related Work

Various approaches [34, 41, 44, 51] develop implementations that are correct by construction by
refining abstract models within Rocq and then extracting executable OCaml programs. Similarly,
Liu et al. [36] model distributed systems in Maude’s rewriting logic and compile them into im-
plementations running in distributed Maude sessions. The code extracted by these approaches is
typically sub-optimal (for instance, does not use mutable data structures) and cannot interface
with existing libraries, which is often necessary in practice. In contrast, our methodology uses
bottom-up verification and can handle efficient implementations using concurrency, distribution,
and node-local mutable state.
Trillium [48] is a refinement technique based on separation logic. Like our methodology, it

does not impose strict requirements on the structure of the implementations, and the function
of invariants in Trillium is similar to ours. Furthermore, because Trillium is based on Iris and
formalised in Rocq, it provides an expressive specification language and enables foundational
correctness proofs.We do not claim that ourmethodology is as expressive as arbitrary Iris invariants,
where the full power of the theorem prover is available; on the other hand, proofs in Rocq-based
frameworks are not easily automatable and require extensive manual work. Our methodology
represents abstract models in first-order logic and automates verification using an SMT solver.

The notion of abstract separation logic-like predicates protecting abstract model state predates
Iris and traces back at least to CAP [11] or CaReSL [49]. Our treatment of invariants discussed in
Sec. 4 follows this approach; our novelty lies in integrating such an approach with a real-world
language and addressing automation.

Compared to our locally inductive invariants, the monotonic-state monad used by F★ [2], must
be picked globally on a per-application basis, limiting proof modularity. Our methodology similarly
addresses monotonic properties (with the two-state LII generalisation discussed in Sec. 2.6), but
also allows properties which are only monotonic as long as a particular guard is not used.

Armada [37] supports the verification of concurrent, high-performance code written in a C-like
language. To achieve refinement against an abstract model, the user specifies a sequence of steps to
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gradually transform the implementation into the specification. Non-trivial refinement steps require
complex Dafny [33] proofs showing a connection between two state machines. Our methodology
does not convert programs to state machines and the coupling between the abstract model and the
implementation can be much looser. Civl [18, 25] also organises the refinement proof into multiple
layers. Each layer is a structured concurrent program, where the concurrent behaviour is reflected
in the program structure. This structure simplifies the proof obligations and allows automation,
but reduces program flexibility. Refinement steps are based on a set of trusted tactics. By contrast,
our methodology imposes no restrictions on the program or proof structure. Igloo [46] connects
abstract models to concrete implementations via dedicated I/O specifications [40]. Similarly to our
work, they support a variety of separation logics to reason about concrete implementations. Their
approach requires annotating methods that perform system transitions with suitable specifications,
but they do not address how to do so in a reusable, application-independent manner.

Similar to our methodology, IronFleet [17] embeds abstract models as ghost state into executable
programs and automates verification using an SMT-based verifier, in their case Dafny. However,
their refinement technique imposes severe restrictions on the program structure. In particular, the
programs must be sequential and their structure must mirror the structure of the abstract model.

IronSync [15] and Verus [31] embed the abstract model as ghost state, and, like us, use ownership
to reason about accesses to the model state. In their approach, the abstract model is decomposed
into shards, i.e., resources that provide access to a partial view of the global state. Importantly,
shards can only be owned by a single thread. Actions in the system are specified in terms of the
parts of the state that they access; the user of the methodology provides localised transition systems,
which are transition systems that model the abstract behaviour of the system with respect only to a
subset of the state (protected by owned shards). This transition system can be used directly, because
none of its state can be modified by the environment. The system must then be connected to the
behaviour of the global transition system, which requires additional proof code, also provided by
the user. By contrast, our LIIs perform such reasoning without the need to explicitly define the
localised transition systems: by focusing on specific properties when opening a transition block,
we can automatically check the stability of such properties.

The refinement technique [24] used in DeepSpec [3] is based on the VST framework [6] for
verifying C programs via a separation logic embedded in Rocq. Instead of transition systems,
they specify the intended system behaviour using interaction trees [52], which are embedded into
VST’s separation logic. In contrast, our methodology allows us to apply standard separation logics
and existing program verifiers. Oortwijn and Huisman [39] embed process calculus models into a
concurrent SL, which is automated using Viper [22]. Their refinement approach preserves state
assertions, but it is unclear whether arbitrary trace properties are preserved.

7 Conclusion

In this paper, we introduce a novel methodology for refinement proofs of Rust programs that refine
an abstract transition system model. The methodology centres around the use of invariants to allow
flexible program structure and concurrency.We implemented our approach in Prusti, and evaluated
our approach on several case studies, including an implementation of Memcached, demonstrating
that the approach is expressive, amenable to automation, and performant. As future work, we plan
to more thoroughly address initialisation in distributed systems and liveness properties.
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